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Stormtroopers came
to the rescue
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But they spoke a different language
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But they spoke a different language

WILLKOMMEN
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Bluetooth




Functionality is grouped into Services
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Services contain characteristics

Characteristics

Speed Indicator
(fa06)

Dashboard
(fa00)

Fuel indicator
(falc)
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U) (fd01)
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Characteristics interactions

Characteristics
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Dashboard
(fa00) [read]

Speed Indicator
(fa06)

Weapons

(fb0O0) [write]

Fuel indicator
(falc)

Cute Ray
(foOc)

Drive Control
(fd0O) [write]

Laser
(fo11)

Steering wheel
(fd01)

Accelerator
(fd02)

&

Break
(fd03)
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Sending commands

Charge %
(0x32)
] ]
(fbOc) (0x02) EE
(OxFF)

const command =

{

service: 'fbO0O"
characteristic: 'fbOc'
instruction: [0x02, 0x32, OxFF]

}




Run Bluetooth from
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Web Bluetooth

Chrome @&
€3 Bluetooth
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Web bluetooth in 5 easy steps

Add web-bluetooth Typing

Scan for device

Connect to it

Get the Service you need

Get the Characteristic you need
Read / Write from the Characteristic

GOl A= O



Step O — Add web-bluetooth

npm install --save @types/web-bluetooth



Step 1 - Find a matching Device

/// <reference types="web-bluetooth" />

let device =
await navigator.bluetooth.requestDevice(
{
filters: [ { namePrefix: 'Mambo' }],
optionalServices: [serviceUUID]

D



Steps {-4 - Connect and get
characteristic

let server =
await device.gatt.connect();

let service =
await server.getPrimaryService(serviceUUID);

let characteristic =
await service.getCharacteristic(characteristicUUID);

N



Step 6 - Read

const value =
await characteristic.readValue();

console.log(‘val:' + value.getUint8(0));



Step 6 - Write

const instructions = new Int8Array([0x08, 0x32, OxFF]);

characteristic.writeValue(instructions);






mambo-angular-service

Angular Service to control Parrot Mambo drone

.drone = awai his.mamboService.search();

this.drone.ftake0ff();
fire
land
) setAltitude
) setMaxAltitude
) setMaxRotationSpeed
) setMaxTilt
) setMaxVerticalSpeed
setPitch
setRoll
) setYaw
] takeOff
Instructs the drone to take off
) updateFlightParams

https://www.npmjs.com/package/mambo-angular-service m



https://www.npmjs.com/package/mambo-angular-service

Time to send the drone to scout on the




What about going beyond
Chrome¢?



Bluetooth from a mobile app
with NativeScript
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NativeScript is...

an open source framework for building truly
native mobile apps with JavaScript. Use web
skills, like TypeScript, Angular and CSS, and
get native Ul and performance on iOS and
Android.
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NativeScript Bluetooth
in 4 easy steps

O
1.
Q.
S
4

Add nativescript-bluetooth

Request permissions

Scan for device

Connect to it

Read / Write from the Characteristic



Step O — Add nativescript-bluetooth

tns plugin add nativescript-bluetooth



Step 1 — Request permissions

import bluetooth = require('nativescript-bluetooth");

bluetooth.requestCoarseLocationPermission().then(
(O => console.log('Location permission requested")

);



Step L - Find a, matching Device

bluetooth.startScanning({
seconds: 3,

D



Step L - Find a, matching Device

bluetooth.startScanning({
seconds: 3,
onDiscovered: (peripheral: Peripheral) => {
console.log('Device UUID: ' + peripheral.UUID);
console.log('Device name: '+ peripheral.name);

}
D



Step 3 - Connect to the Device

bluetooth.connect({
UUID: deviceUUID,

D;



Step 3 - Connect to the Device

bluetooth.connect({
UUID: deviceUUID,
onConnected: ((peripheral: Peripheral) => {
console.log('Device connected: ' + peripheral.UUID);

D,

D; m



Step 3 - Connect to the Device

bluetooth.connect({
UUID: deviceUUID,

onConnected: ((peripheral: Peripheral) => {
console.log('Device connected: ' + peripheral. UUID);
D;

onDisconnected: ((peripheral: Peripheral) => {
console.log('Device disconnected");

1))
D;



Step 4 - Read

bluetooth.read({
peripheralUUID: deviceUUID,
serviceUUID: serviceUUID,
characteristicUUID: characteristicUUID

D



Step 4 - Read

bluetooth.read({
peripheralUUID: deviceUUID,
serviceUUID: serviceUUID,
characteristicUUID: characteristicUUID
D
then((result: ReadResult) => {
const data = new Uint8Array(result.value);

D;



Step 4 - Write

const bluetoothOptions: WriteOptions = {
peripheralUUID: deviceUUID,
serviceUUID: serviceUUID,
characteristicUUID: characteristicUUID,
value: '0x0R, 0x3_2, OxXFH"

}



Step 4 - Write

const bluetoothOptions: WriteOptions = {
peripheralUUID: deviceUUID,
serviceUUID: serviceUUID,
characteristicUUID: characteristicUUID,
value: '0x0R, 0x3_2, OxXFH"

}
bluetooth.writeWithoutResponse(bluetoothOptions);

N
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“ p m find packages

nativescript-mip-ble
NativeScript plugin that allows to control a Mip robot.

mip = new MipDevice(UUID, name, status);
mip.
© move
© moveBack
& moveForward
name
@ notify

@ notifyPropertyChange
@ off
@ on

@ removeEventListener
@ set

@ setHeadLED

@ state

https://www.npmijs.com/package/nativescript-mip-ble m



https://www.npmjs.com/package/nativescript-mip-ble
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Reverse Engineering
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Android Developer Tools

’ y storage  J > data
On D ~ com.bskyb.Ibscore
RE — P
Take bug report ! com.touchtype.swiftkey
e |
cloudtv.hdwidgets
Desktop backup password .- g
Full desktop backups are not currently protected. — com.google.andro...docs.editors.docs
w— A z
Stay awake . com.doubleTwist.androidPlayer
Screen will never sleep while charging. y
 — "
.~ com.google.android.apps.maps
Bluetooth HCI snoop log — ) )
Capture all Bluetooth HCI packets in a file - com.android.vending
"~ com.google.android.videos
OEM unlock : Heage. '
Allow the device to be OEM unlocked. - ~ 1 com.android providers.media
Running services ~ ! com.vlingo.midas
Wiew and control currently running services. S,
Pn— &
) com.sec.android.omc
Debugging —
. ——com samsung android coreanns
USB debugging & —

Lebug mode when USE is connected,

btsnoop_hci.log




Wireshark

[ MON
AN I mRE QesEFI=H QQa

||| btatt.opcode.method==0x12 - | Expression...

No. A Time Source Length Value Service UUID uuib
1418 218.436389 SamsungE_13:35:1d (Galaxy S6 edge+) 30 062300000000000000000000000000000000 65509 65513
1420 220.585078 SamsungE_13:35:1d (Galaxy S6 edge+) 30 061400000000000000000000000000000000 65509 65513

| 1423 236.118518 SamsungE_13:35:1d (Galaxy S6 edge+) 15 71188c 65509 65513
1425 238.075666 SamsungE_13:35:1d (Galaxy S6 edge+) 15 72188c 65509 65513

» Frame 1423: 15 bytes on wire (120 bits), 15 bytes captured (120 bits)

» Bluetooth

» Bluetooth HCI H4

B

» Bluetooth L2CAP Protocol

v Bluetooth Attribute Protocol

» Opcode: Write Command (0x52)

v Handle: 0x0013 (Unknown: Unknown)
[Service UUID: Unknown (@xffe5)]
[UUID: Unknown (@xffe9)]

Value: 71188c

0000 02 40 00 0a 00 06 00 04 00 52 13 00 71 18 8c «@iaeens JRiiQas




Looking for the bullet:
Test instructions

Fire
Fire
TakeOff
Land
Fire
Fire
Fire
TakeOff
Land

©PNODOk W



Looking for the bullet:
Test instructions

TakeOff: [ 4, step, &, O0,1,0]
Land: [ 4, step, &, 0,3, 0]




Looking for the bullet:
Test instructions

prefix
TakeOff: 14, step, B, 0,1,0]
4,

Land: step, &, 0,3, 0]




Looking for the bullet:
Test instructions

prefix command

TakeOff: 4, step, &, O0,1,)0]
Land: 4, step, &, 0,3)0 ]
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|1 | btatt.opcode.method==0x12

No.

2910
2912
2914
574
577
580
620
649
655
660
670
678
684
689
891
1603
1607
1612
1655
1703
1709
1716
1722
1732
1736
1743
2507
2575
2604
2630
2703
2740
2762
2818
2852
2868
582
588
591
593

Time

89.944749
90.275792
90.632524
14.955036
15.176630
15.292290
16.494624
17.211076
17.353535
17.486152
17.904194
18.047565
18.130421
18.212033
22.399162
51.507254
51.633213
51.701444
52.321859
52.827726
52.900106
52.962773
53.016524
53.080835
53.124146
53.190440
55.639874
59.755096
62.815980
66.235318
69.873556
73.967724
76.459208
79.376117
83.304751
84.886739
15.343926
15.443673
15.518958
15.604010

Source

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Length

27
27
27
29
31
18
18
25
27
19
22
22
22
22
22
29
31
18
18
25
27
19
22
22
22
22
22
23
23
18
18
23
23
23
18
18
15
15
15
15

Value

0262020002000000000000deba®00@
026b0200020000000000003TbcR000
026c0200020000000000009Tbd0000
040100040100323031372d30332d323900
040200040200543135313032362b3031303000

040300020000
040400040000

0405020e01007a656e6c746500
0406020e0000534d2d473932384600

0407020a000001

04080208010000007041
0409020100000000803
04020201010000007042
040b0208000000002041
040c001a000003000000

040100040100323031372d30332d323900
040200040200543135313130332b3031303000

040300020000
040400040000

0405020e01007a656e6c746500
0406020e0000534d2d473932384600

0407020a000001
04080208010000007041
0409020100000000803
04020201010000007042
040b0208000000002041
040c001a000003000000
040d021002000000000000
040e021002000000000000
040702000100
041002000300
0411021002000000000000
0412021002000000000000
0413021002000000000000
041402000100
041502000300

010101

010202

010303

010404

Service UUID

9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a661a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667ad00800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a66Tad00800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e

uuiD

9a66Ta0a0800919111e4012d1540ch8e
9a66Ta0a0800919111e4012d1540ch8e
9a66Ta0a0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667ale0800919111e4012d1540cb8e
9a667ale0800919111e4012d1540ch8e
9a66Taled800919111e4012d1540ch8e
9a667Taled800919111e4012d1540cb8e



U /1 btatt.opcode.method==0x12

|NQ

574
577
580
620
649
655
660
670
678
684
689
891
1603
1607
1612
1655
1703
1709
1716
1722
1732
1736
1743
2507
2575
2604
2630
2703
2740
2762
2818
2852
2868

Time

14.955036
15.176630
15.2922990
16.494624
17.211076
17.353535
17.486152
17.904194
18.047565
18.130421
18.212033
22.399162
51.507254
51.633213
51.701444
52.321859
52.827726
52.900106
52.962773
53.016524
53.080835
53.124146
53.190440
55.639874
59.755096
62.815980
66.235318
69.873556
73.967724
76.459208
79.376117
83.304751
84.886739

Source

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Length

29
31
18
18
25
27
19
22
22
22
22
22
29
31
18
18
25
27
19
22
22
22
22
22
23
23

18
23
23
23
18
18

Value

040100040100323031372d30332d323900
040200040200543135313032362b3031303000

040300020000
040400040000

0405020e01007a656e6c746500
0406020e0000534d2d473932384600

0407020a000001

04080208010000007041
0409020100000000803f
04020201010000007042
040b0208000000002041
040c001a000003000000

040100040100323031372d30332d323900
040200040200543135313130332b3031303000

040300020000
040400040000

0405020e01007a656e6c746500
0406020e0000534d2d473932384600

0407020a000001
04080208010000007041
0409020100000000803
04020201010000007042
040b0208000000002041
040c001a000003000000
040d021002000000000000
040e021002000000000000
040702000100
041002000300
0411021002000000000000
0412021002000000000000
0413021002000000000000
041402000100
041502000300

Service UUID

9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540ch8e
9a667a000800919111e4012d1540ch8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540ch8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540ch8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540ch8e
9a667a000800919111e4012d1540ch8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a66Ta000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540cb8e
9a667a000800919111e4012d1540ch8e

uuID

9a66Ta@b0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667adb0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667adb0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667adb0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667adb0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a667adb0800919111e4012d1540cb8e
9a66Ta@b0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e
9a66Tadb0800919111e4012d1540ch8e



040c0012000003000000

040d021002000000000000

040021002000000000000
Take Off 040702000100
Land 041002000300
0411021002000000000000
0412021002000000000000
0413021002000000000000
041402000100
041502000300

Take Off
Land




1a000003000000
1002000000000000
1002000000000000
000100

000300
1002000000000000
1002000000000000
1002000000000000
000100

000300



1a000003000000
1002000000000000
[1002000000000000)
000100

000300
1002000000000000
1002000000000000
1002000000000000
000100

000300




Fire Instruction

04 xx 02 10 0L 00 00 OO0 OO0 00 00

% Instructs the drone to fire the cannon
public fire() {

this.flightCommandInstructions.writeWithoutResponse([16, 2, @, @, @, 0, @, 0]);
}

N






.'1,{

Unconditional ¢

"2




sSummary

Bluetooth is fun and easy to use
npm examples to get started:

- mambo-angular-service

- nativescript-mambo-ble

- nativescript-mip-ble



https://www.npmjs.com/package/mambo-angular-service
https://www.npmjs.com/package/nativescript-mambo-ble
https://www.npmjs.com/package/nativescript-mip-ble

Summary

Use NativeScript:
- for Android and iOS apps support
-up to 10 devices connected i

Use Web Bluetooth:
- to run in Chrome on Mac and Windows and Android
- only one device connection

For WB with Observables use:
- @manekinekko/angular-web-bluetooth



https://www.npmjs.com/package/@manekinekko/angular-web-bluetooth

Summary

Reverse engineering can be tricky, use:
- Android HCI Snoop log
- Together with WireShark

Advanced options:
- Pattern matching tools — group by command value
- Replay tool






